Overview

A. BlueZign

replace “legal paper” with electronic documents

B. Biometrics
basics, technologies, identification vs. verification,
biometrics and smart cards
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B. Biometrics: Basics

* Being a password rather than remembering one
— passwords are either short and easy to guess or long and difficult to remember

* Biometrics do not provide an exact match
— people change over time (e.g, mood, aging, injuries, illness)
— sensor inconsistency (e.g., dirt, ambient conditions)

e Biometrics errors
threshold
— false accept rate

— false reject rate 77N N\

impost7

frequency

= score

false reject false accept
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B. Biometrics: Technologies

false rejects false accepts
fingerprint 3-7in 100 |-100 in 100k
face 10-20 in 100 100-10k in 100k
voice 10-20 in 100 2k-5k in 100k
iris [-10in 100 lin 14 trillion
hand geometry |-10 in 100 | in 100
signature 3-10in 100 | in 100
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B. Biometrics: Identification vs. Verification

* |dentification: Who s this person!?
— |:n search
— depends on a database
— scalability depends on false match rate

— database maintenance costs

* Verification: Is this person who he says he is?
— |l search
— can be a local comparison (e.g, from a secure token)
— highly scalable
— token maintenance costs

5. REAL-LIFE APPLICATION Copyright © 2004-2007 IBM Corp. 4



B. Biometrics: What the People Say...

* Voice

* |ris/retina
* Face

* Fingers
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people prefer voice to fingerprints

people don't like removing their glasses (contact lenses)
people are very sensitive about their eyes (e.g, lasers)
some cultures don't like bending/bowing to machines

people don't like to look at their own images in low resolution

or have their pictures taken

people don't recognize “facial id" as an authenticator in the
same way they recognize finger prints, for instance

people don't like touching something that somebody else has

touched before
finger prints are associated with felons
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B. Biometrics: Using Smart Card

e Smart cards were initially biometric agnostic

— used as secure tokens for the storage of biometric templates only

* Increasingly seen as matching engines

— on-card biometric authentication increases security and resolves some biometric
privacy issues

* Require an enrollment process

enroll to

»| biometric | >

program

- get customer info
from DB

- hand in identification
- initialize smart card
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screening issue card

information

» . .
> training

- check smart card
- issue smart card

- submit biometric info
through bio scan

- encrypt and store
biometric template
on smart card

- verify identification

- background check

- clear customer
(store encrypted info
on smart card)
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- instruction/handling
- registration complete



B. Biometrics: Off-Card Matching

) upload ~ scan ~
insert card unlock card P g . . > match
template biometric
user inserts smart user enters PIN to user's biometric submit biometric computer compares
card or moves into unlock card template is uploaded  information through both templates
the vicinity of a from the card to the scan and process to
contact-less smart computer system produce template
card reader
PIN required to user’s private data is both templates on
protect user's removed from his an inherently less
biometric immediate possession secure host
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B. Biometrics: On-Card Matching

* Secure applet on the JavaCard uses the Java BioAPI| to compare
and verify biometric templates

. scan download
insert card . . “ » match
biometric template

user inserts smart submit biometric scanned biometric smart card compares
card or moves into information through template is card template to
the vicinity of a scan and process to downloaded from scanned template
contact-less smart produce template computer system to
card reader smart card

A
y

200-300 msecs on JCOP3 I bio
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B. Biometrics: On-Card Matching

* Secure applet on the JavaCard uses the Java BioAPI| to compare
and verify biometric templates

Advantages

. Enhanced privacy (user's private biometric
template never leaves the card)

2. enhanced ease-of-use (removes PIN requirement)

3. enhanced security (smart cards are inherently more
secure than PC hosts)

4. scalable (no database requirement)
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B. Biometrics: javacard.biometry

javacard.biometry.BioBuilder

— builds empty/blank biometric reference templates

+ Javacard.biometry.BioTemplate

— base interface for all biometric templates

javacard.biometry.OwnerBioTemplate

— provides the ability to enrol a reference template

-+ javacard.biometry.SharedBioTemplate

— provides the means for accessing unrestricted biometric functionality (e.g., the
biometric matching functions)
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B. Biometrics: javacard.biometry

* Javacard.biometry.BioBuilder

— builds empty/blank biometric reference templates

public final class BioBuilder {
static OwnerBioTemplate buildBioTemplate

. j avacard. biometry .E (byte bioType, byte tryLimit);

final static byte BODY_ODOR;

final static byte DNA_SCAN;

final static byte EAR_GEOMETRY;
final static byte FACIAL_FEATURE;
final static byte FINGER GEOMETRY;

. J avacard. biometry . final static byte FINGERPRINT;
final static byte GAIT_STYLE;

. [ B final static byte HAND_GEOMETRY;
provides the ability to enrc Fimal static bote IS s
final static byte KEYSTROKES;
final static byte LIP_MOVEMENT;
final static byte PALM_GEOMETRY;

+ javacard.biometry.S final static byte PASSWORD;
final static byte RETINA_ SCAN;
_ p’fo\/ldes the means for ad final static byte SIGNATURE;

) ) ) ) final static byte THERMAL_FACE;
biometric matching functi¢ ~ final static byte THERMAL HAND;
final static byte VEIN_PATTERN;
final static byte VOICE_PRINT;

— base interface for all biom

}i

5. REAL-LIFE APPLICATION Copyright © 2004-2007 IBM Corp.

B. Biometrics: javacard.biometry

+ Javacard.biometry.BioBuilder

— builds empty/blank biometric reference templates

public interface BioTemplate {

short getPublicTemplateData(short publicOffset,
. j avacard. biometry .E byte[] dest, short destOffset, short length);

byte getBioType();

o 0 g byte getTriesRemaining();

base /ntef’face for G// b/OfT short getVersion(byte[] dest, short offset);
short initMatch(byte[] cand, short ofs, short len);
short match(byte[] cand, short ofs, short len);

+ Javacard.biometry.(

boolean isInitialized();
— provides the ability to enr¢ ~ beclean isvalidated();

void reset();

}i
+ Jjavacard.biometry.S

— provides the means for ac
biometric matching functic
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B. Biometrics: javacard.biometry

* Javacard.biometry.BioBuilder

— builds empty/blank biometric reference templates

- Jjavacard.biometry.E

— base interface for all biom

+ javacard.biometry.(

— provides the ability to enrd

+ javacard.biometry.S

— provides the means for ac
biometric matching functic

public interface OwnerBioTemplate extends BioTemplate {
void init(byte[] bArray, short ofs, short len);
void update(byte[] bArray, short ofs, short len);
void doFinal();

void resetUnblockAndTryLimit(byte newTryLimit);
}i
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B. Biometrics: javacard.biometry

+ Javacard.biometry.BioBuilder

— builds empty/blank biometric reference templates

+ javacard.biometry.E

— base interface for all biom

+ Javacard.biometry.(

— provides the ability to enr

+ Jjavacard.biometry.S$

— provides the means for ad
biometric matching functiq

public interface SharedBioTemplate extends BioTemplate {

}i

5. REAL-LIFE APPLICATION

Copyright © 2004-2007 IBM Corp.







