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Java Card Application — Development

Package 1 Package 2

AID: A0 00 00 01 67 15 01 AID: A0 00 00 01 67 15 02

Version: 1.0 Version: 1.0
Applet A

(extends javacard.framework.Applet)
AlD:

Applet D
A0 00 00 01 67 15 01 01

(extends javacard.framework.Applet)
AlID: A0 00 00 01 67 15 02 01

Applet B

(extends javacard.framework.Applet)
AlID: A0 00 00 01 67 1501 02
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Java Card Application — On-card

Load File (“Package”, “CAP-File”) Application (“Applet”)
AlD: A0 00 00 01 67 15 01 AID: A0 00 00 01 67 1501 01
Version: 1.0 SELECTABLE

Module A (“Applet”)

AID: A0 00 00 01 67 15 01 01 - Application (“Applet”)
- ——— L AID: A0 00 00 01 67 15 01 81
SELECTABLE
INSTALL
Module B (“Applet’)
AID: A0 00 00 01 67 15 01 02 - Application (“Applet”)
- ——— L AID: A0 00 00 01 67 15 01 02
SELECTABLE

Java Card Applet Basics | November 17, 2005 | IBM Zurich Research Laboratory




| Smart Cards — Toward a Modern Run-time Platform

Java Card Applet — Basic Construct

¢ install () method (static)
e Called during INSTALL process

e Create a new Applet instance and call register ()

¢ process () method
e Called when applet is selected (including SELECT command)

* Process command
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The install() method

public static void install (byte[] bArray, short bOffset, byte bLength) {
new PurseApplet () .register (bArray, (short)
}

(bOffset + 1), bArray[bOffset]);

+ bArray contains install parameters in the following format:
HInstance AID[[E Para Install Data

+ Any exception thrown after a successful register () is ignored.

+ If the function returns or aborts before a successful register (),
everything is rolled back.
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The process() method

public void process (APDU apdu) ({
byte[] buf = apdu.getBuffer();

}

¢ adpu contains the APDU object

Note: only the first 5 bytes (header) are received on process()!
¢+ Use apdu.getBuffer () to get the APDU buffer
+ Check for selection using selectingApplet ()

¢ Use apdu.setIncomingAndReceive () to receive entire APDU
Note: Returns Lc

¢ Use apdu.setOutgoingAndSend () to send data.

¢+ Use apdu.setOutgoing () to getlLe
Note: You can't use setOutgoingAndSend afterwards!

+ Automatically returns SW 9000 on normal return.
¢+ Use ISOException.throwIt (ISO7816.SW *) to send error SW.
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Use the Javadocs!

]

Help - Eclipse SDK

Search: | | Search scope: Al topics
Contents & %, B | JCOPTools User Guide S | we e & O
" Workbench User Guide APIs ﬁ
@ Java Development User Guic
& Platform Plug-in Developer € The JCOP Tools provide several on-card APls and a few off-card APIs.
% IDT Plug-in Developer Guide
PDE Guide on-card APIs -
JCOP Tools User Guide
E?:I g:ltﬁnmm:wted » J Java Card 2.2.1 (http-/fjava sun com/products/javacards)
e o The Java Card API forms the base API and is available on any
g Java Card
[ 3coP Shel Ja'f_;d : =
= [0 Reference Sadies 4
o

B Ralsase Notss . GlobalPlatform 2.1.1 (http://www globalplatform. org/)

[ License Agreement The GlobalPlatform AP provides card life cycle management
functionality as well as security features such as secure
messaging.

Javadocs
s =L JetZ API for Mifare Access (JCOP 41)
This APl provides a method to access Mifare data structures on
cards which support it.
Note: Mifare™ is a specification owned by Philips
Semiconductors, and any questions concerning its operation
: should be directed to Philips.
S s | & Javadocs
g | w | #Z | W v
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Loading — The Card Manager

+ Management “Applet”
 LOAD: Uploading of Load Files
 INSTALL: Instantiating Modules into Applications
« DELETE: Deleting of Applications and Load Files

+ Operations protected by cryptographic keys
* Authentication through challenge/response mechanism:

INITIALIZE UPDATE / EXTERNAL AUTHENTICATE

¢ Usually the DEFAULT applet
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